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Preface

About this guide and technical support information.

About this document

This document mainly provides the users with the basic guidance to download, compile and install OpenWrt on VisionFive 2.
Revision History

Table 0-1 Revision History

Version Released Revision

1.2 2025/06/23 Updated the following section:

* Download (on page 8)

* Configuration (on page 10)

» Compilation (on page 19)

» Add Passwall Function (on page 21)

Added the Flash Image (on page 20) section.

1.11 2024/04/07 Updated the configuration info of luci.
1.1 2024/01/18 Updated the content in Download (on page 8).
1.0 2023/11/06 The first official release.

Notes and notices
The following notes and notices might appear in this guide:
. o Tip:

Suggests how to apply the information in a topic or step.

. Note:
Explains a special case or expands on an important point.

. ! Important:
Points out critical information concerning a topic or step.

. @ CAUTION:
Indicates that an action or step can cause loss of data, security problems, or performance issues.

* /1. Warning:
Indicates that an action or step can result in physical harm or cause damage to hardware.



1. Introduction

OpenWrt is an embedded operating system based on Linux, designed specifically for routers and other network devices. It
provides an open source platform that allows users to customize and control various aspects of network devices. Due to its

flexibility and customizability, OpenWrt is widely used in home and enterprise networks.

This document mainly provides the users with the basic guidance to download, compile and install OpenWrt on VisionFive 2.

© 2018-2025 StarFive Technology www.starfivetech.com
All rights reserved


https://www.starfivetech.com/

2. Download

The official OpenWrt mainline has now incorporated support for the StarFive VisionFive 2. You may choose to download the
OpenWrt source code from official website and compile it yourself, allowing for custom configuration based on your needs.
Alternatively, you can directly download the prebuilt VisionFive 2 image from the official website, which skips the configuration
and compilation stages by using the official predefined settings. Please select the method that best suits your requirements.

* Download the OpenWrt source code from official website:

1. Execute the following command to download the code (t is recommended to compile on Ubuntu 20 or higher
versions.):

git clone https://github.com starfive-tech/ openwt.git
Or execute the following command:
git clone https://github.com openwt/openwt.git

2. Execute the following command to switch to 24.10.1 version:

git checkout v24.10.1
* Download the latest official OpenWrt image from official website:

Note:

If you choose to download the image from the official website, you can skip the steps in Configuration (on page
10) and Compilation (on page 19), as the official image comes with predefined settings and requires no

additional manual configuration.

1. Click the following link to visit the official website:

https://openwrt.org/toh/views/toh fwdownload

2. In the Table of Hardware section at the bottom of the page, enter StarFive in the search bar to find compatible
images.

Result:

The images compatible with the VisionFive 2 are listed in the table.

www.starfivetech.com © 2018-2025 StarFive Technology
All rights reserved
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| 2 - Download

Figure 2-1 Image Search Results

You are here | # Table of Hardware / Collection of views

Table of Hardware: Firmware downloads

Table of Hardware: Firmware downloads

This table shows firmware download urls for all devices listed in the Table of Hardware.

Using the Table of Hardware

.

Sort the columns by clicking the column header
Enter your filter criteria in the white fields
You can filter for partial matches, e.g.

e D-Li, D-Lin, D-Link, Archer, Netg, ...

e DIR-6, TL-WR, 3700, 43, 430, 4300, ..
No support for 4 MB FLASH / 32 MB RAM devices in
modern (18.06 and later) OpenWit. Details...
No support for 8 ME FLASH / 64 MB RAM devices in
modern {18.06 and later) OpenWit. Details. ..
Flash MB: The ToH tables show the fotal size of the
flash chip(s). Depending on your device (e.g. dual
firmware), the fash space available for package
installation might be significantly lower. See also Details
#1 and Details #2

(1

.

.

Other Resources

+ View the Table of Hardware other ways

Supported by current OpenWrt release « Full Details « All Views
« If your device is supported:

Learn how to install OpenWrt on your Router.
» Help maintain this page:

Add a device to the ToH or edit a device in the ToH

« Firmware OpenWWit Install / Upgrade URL — comes with GUI / LuCl pre-installed, ready to go
« Firmware OpenWrt snapshot install / Upgrade UJRI. — | No GUI/ LuCl pre-installed; LuCl needs to be installed manually |

Scrolling through the table: Click anywhere in the table, then use your cursor keys toscroll lefiinght up/down

Show| 50 w|entries Search: [starﬂve I
Brand 4 Model 4|Ver... 4|Sup... 4 Target 4 Sub... &|Fir... A|Firmwar... I‘Fir... I‘Firm... 4 Dev...
|Brand | |I'v10de| | |Velsic|r| | ‘Suppurl| |Target | |Sub1arg| |Firrr|wai| |Firrr|ware O|| ‘|Firm\.'.'ar| |Fim1ware|
StarFive | VisionFive |v1 24100 | starfive generic EFadow @& Sysupgrade | @) Factory | @ Factor
image image snapshot | sysupgrade
image image
StarFive | VisionFive2 |v1.2a 24100 | starfive generic @& Factory | € Sysupgrade | & Factory | € Factory
image image snapshot | sysupgrade
image image
StarFive  |VisionFive2 |v1.3b 24100 | starfive |generic @& Factory | €2 Sysupgrade | @ Factory | € Factory
image image snapshot | sysupgrade
y J image image
Showing 1 to 3 of 3 entries (filtered from 2,764 total entries) Previous 1 Next
3. Download the corresponding image based on your VisionFive 2 version.
© 2018-2025 StarFive Technology www.starfivetech.com
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3. Configuration

This chapter introduces the following three sections:

« Basic Configuration (on page 10)

* Wireless Configuration (on page 14)

« Install Dependency Packages (on page 17)

| Note:

If you selected the official website download option in the Download (on page 8), skip this step.

3.1. Basic Configuration

1. Execute the following command to enter the menu configuration GUI:
make nenuconfig
In the menu configuration GUI, follow the steps to select the corresponding option:
a. In OpenWrt Configuration, select Target System and Target Profile:
= Target System (StarFive JH71x0 (7100/7110))
= Target Profile (StarFive VisionFive 2 v1.2a) B¢ Target Profile (StarFive VisionFive 2 v1.3b)
Note:

VisionFive 2 currently has 2 versions, v1.2a and v1.3b. Please select the appropriate submenu

according to the actual version.

Figure 3-1 Profile Configuration

.config - OpenWrt Configuration

Openilit, Conf igurat io
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted letters are hotkeys. Pressing <Y> includes, <N>
excludes, <M> modularizes features. Press <Esc><ESC> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module

capable

“ubt ) =
Targt StarFive VisionFive2 v1.3b)

rarget Images ===

fnable experimental features by default
Global build settings --->

Advanced configuration options (for developers) ---
Suild the Openlirt Image Builder
Build the Openhrt SDK

Suild the LLVM-BPF toolchain tarball
Package the Openirt-based Toolchain
Image configuration --->

Hase system --->

Administration --->

Hoot Loaders

Development -

txtra packages --->

Firmware --->

Fonts --->

GCames --->

Kernel modules ---

languages ---:

Libraries ---

el >

Mail --->

Miltimedia ---

Network -~

Sound --

Utilities ---:

Video --

Yorg ---

< Exit > < Help > < Save > < Load >

© 2018-2025 StarFive Technology 10
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| 3 - Configuration

b. In OpenWrt Configuration, select ramdisk under Target Image:

Figure 3-2 Target Images

.config - OpenWrt Configuration
> Target Images
Target Imag
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus Highlighted letters are hotkeys. Pressing <Y> includes, <N>
excludes, <M> modularizes features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

1 ramdisk ----]
*xx Root filesystem archives xx
[ e
[ erap
*xx Root filesystem images x#x
[*] extd --->
1 aeshis ———-
] 2 e
xxx Image Options *xx
(32) Coot (SD Card) filesystem partition size (in MB)
(160) Root filesystem partition size (in MiB)
[ 1 Moke /var persistent

< Exit > < Help > < Save > < Load >

2. Luci configuration
a. Execute the following command to install luci:

.Iscripts/feeds update packages | uci
.I/scripts/feeds install -a -p luci

b. Execute the following command to enter the menu configuration GUI to configure luci:

make nmenuconfig

c. Select uhttpd in the configuration menu bar in the following orde

Network > Web Servers/Proxies > uhttpd

Figure 3-3 uhttpd

nfig - OpenWrt Configur
> Network > Web Servers/Pr
Web Servers /Proxi
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted letters are hotkeys. Pressing <Y> includes, <N>
excludes, <M> modularizes features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

> privoxy. Privoxy WEB Proxy ----

. Radicale CalDAV/CardDAV server
. Radicale 2.x CalDAV/CardDAV server

> radicale2-examples . Radicale v2 example configs
adowsocks -1ibev-ss-local . shadowsocks-libev ss-local
adowsocks -1ibev-ss-redir. . shadowsocks-libev ss-redir
adowsocks -1ibev-ss-server . shadowsocks-libev ss-server
adowsocks -1ibev-ss-tunnel . shadowsocks-Libev ss-tunnel
adowsocks -rust-sslocal. . ... shadowsocks-rust sslocal
adowsocks -rust-ssmanager . shadowsocks-rust ssmanager
adowsocks -rust-ssserver. shadowsocks-rust ssserver
adowsocks -rust-ssservice . shadowsocks-rust ssservice
adowsocks -rust-ssurl. shadowsocks-rust ssurl
adowsocksr-libev-ssr-check. shadowsocksr-Libev ssr-check
adowsocksr-libev-ssr-local. shadowsocksr-Libev ssr-local
adowsocksr-libev-ssr-nat. . shadowsocksr-libev ssr-nat
adowsocksr-libev-ssr-redir. shadowsocksr-libev ssr-redir
adowsocksr-libev-ssr-server . shadowsocksr-libev ssr-server
. Dante SOCKS Daemon
. Dante SOCKS Client
Tool to spawn fastcgi applications

... full-featured Web proxy cache ----
. Tinyproxy is a llghtwelght HTTP and HTTPS proxy
Trojan proxy written in Go

uhttpd-mod-lua. .. UHTTPd - tlny, single threaded HTTP server (Lua plugin)
uhttpd-mod-ubus. uHTTPd - tiny, single threaded HTTP server (ubus plugin)
uhttpd-mod-ucode
The uWSGI server
. SIPEB3 plugin for shadowsocks, based on v2ray
. A Llnux web GUI client of Project V
anguage fast reverse proxy client
xray-plugin - 's1p003" plugln for Shadowsocks, based on Xray

< Exit > < Help > < Save > < Load >

d. Select luci in the configuration menu bar in the following order:
= Select luci in the configuration menu bar in the following order:

LuCl > 1. Collections > luci

11
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| 3 - Configuration

Figure 3-4 luci

_config - OpenWrt Configuration
> LuCI > 1. Collections

1. Collectio
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus - Highlighted letters are hotkeys. Pressing <Y> includes, <N>
excludes, <M> modularizes features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

LuCI interface with Uhttpd as Webserver (default)]
. LuCI interface with Unttpd as Webserver (light)
LuCI interface with Nginx as Webserver

UCI with HTTPS support (mbedtls as SSL backend)

. LuCT with HTTPS support (OpenSSL as SSL backend)

< Exit > < Help > < Save > < Load >

= (Optional) Select the language according to your requirement in the configuration menu bar in the
following order (take Chinese Simplified as example):

Figure 3-5 Chinese Simplified (zh _Hans)

_config - OpenWrt Configuration
> LuCI > 2. Modul Translations
Translat ion
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted letters are hotkeys. Pressing <Y> includes, <N>
excludes, <M> modularizes features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

> Czech (cs)

> Danish (da)

> German (de)

> Creek (el)

> Spanish (es)

> Persian (fa)

> Finnish (i)

> Philippinic (fil)
> French (fr

> Hebrew (he)

> Hindi (hi)

> Hungarian (hu)

> Italian (it)

> Japanese (ja)

> Korean (ko)

> Lithuanian (1t)
> Marathi (mr)

> Malay (ms)

> Norwegian (nb_NO)
> Dutch (nl)

> Polish (pl)

> Portuguese (pt)
> Brazilian Portuguese (pt_BR)
> Fomanian (ro)

> Aussian (ru)

> Slovak (sk)

> Swedish (sv)

> Turkish (tr)

> Ukrainian (uk)

> Vietnamese (vi)

> Yucatec Maya (yua)
&> Chinese Sinplified (zh Hans)

< > Chinese Traditional (zh_Hant)

AANAAAANAANAAAAAAAAANAANANAAANAANAARAAA

< Exit > < Help > < Save > < Load >

= Select luci-app-ddns, luci-app-firewall, luci-app-samba4, luci-app-uhttpd in the configuration menu
bar in the following order:

LuCl > 3. Applications > luci-app-ddns, luci-app-firewall, luci-app-sambad, luci-app-uhttpd

www.starfivetech.com © 2018-2025 StarFive Technology 12
All rights reserved
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| 3 - Configuration

Figure 3-6 Applications

_config - OpenWrt Conf
> LuCI > 3. Applications ———
Applications

Arrow keys navigate the menu.

<Enter> selects submenus ---> (or empty submenus

Highlighted letters are hotkeys.

Pressing <Y> includes, <N>

excludes, <M> modularizes features.
capable

Press <Esco<Esc> to exit, <?» for Help, </> for Search.

Legend:

[*] built-in

[ ] excluded <M> module

< > module

luci-app-apinger.
luci-app-aria2.
Tuci-app-attendedsysupgra:
luci-app-babeld
luci-app-banip.
Tuci-app-bcp38.
Luci-app-bmx7.
Tuci-app-cjdns.
Tuci-app-clamav
\uci—aDD—cloudflared.
Tuci-app-commands.

i-app-crowdsec- firewal
app-cshark.
Luci-app-dawn.

AAAAAAAAAANAANAANAA
VVVVVVVVVVVVVVYY

~ Lul

LuCI support for the Apinger
5 LUCI Support for Aria2
de L Lact support for attended sysupgrades
- LuCI support for babeld
LuCI support for banIP
. BCP38 LuCI interface
. LuCI support for BMX7
Encrypted near-zero-conf mesh routing protocol
. ClamAV LuCI interface
.. LuCI for Cloudflared
"LuCT Shell Command Module
LuCI Support for Coova Chilli
1-bouncer
. Cloudshark capture tool Web UI
. LuCI support for DAWN
ation module
(aEop T ey NN e [ )

-app-dynapoint
app-email.
app-eoip.
app-example.

Luci-app-filebrowser.
1 {lenanage

pp-firewall.

= t—For—tmp
22 LuCI support for DynaPoint

app for email server configuration (EmailRelay)
LuCT Support for EoIP

LuCT example app for js based luci

LuCI File Browser module

Firewall and port for\lard\nq apmwauon

Tappfres
Tuci-app-frps.
Luci-app-fwknopd
luci-app-hd-idle.
Tuci-app-hnet.
Luci-app-https-dns-proxy
Tuci-app-irgbalance.
Tuci-app-keepalived.

< Exit >

© LuCT Support for frp server

Hard Disk Idle Spin-Down module

. HNCP Homenet cenf\guratmn and visualization
. DNS Over HTTPS Proxy Web UI

. LuCI support for irgbalance

“LUCT support for the Keepalived

< Help > < Save > < load>

_config - OpenWrt Configuration

> LuCI > 3. Applications

pplications

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted letters are hotkeys. Pressing <Y> includes, <N>

excludes, <M> modularizes features.

capable

Press <Esc><Esc> to exit, <?> for H

lelp, </> for Search. Legend: [*] built-in [ ] excluded <M> module

< > module

Tuci-app-package-manager

luci-app-passwall.
Configuration
Luci-app-pbr. .

. Package management application
... LuCI Support for PageKite
LuCT support for PassWall

. Policy Based Routing Service Web UI
4 LuCT Support for Privoxy WEB proxy
. Quality of Service configuration module
"LuCI Support for Radicale CardDAV/CalDAV
. Radicale v2.x CalDAV/CardDAV Server
Roaring Penguin PPPoE Server

aiba Tleserver

luci-app-squid.
Tuci-app-sshtunnel
luci-app-statistics.
Tuci-app-tinyproxy
luci-app-tor. .
luci-app-transmission

app-travelmate.

app- ttyd ttyﬂ - Comr

luci-app-vnstat2.

< Exit >

TCT SUPPOTT TOr SerZnet
SIIT IPvé-over-IPv6 configuration wizard

. .. LuCI for smartdns

. - Net SNMP LuCI interface

. Softether management application

. Freifunk DHCP-Splash application

LuCT Support for SQM Scripts

Squid LuCI Interface

LUCT ‘support for SSH Tunnels (sshtunnel package)
LuCI Statistics Application

T\nypruxy - HTTP(S)-Proxy configuration

LuCI app to configure Tor

LuCI Support for Transmission

uCI support for Travelmate

mand-line tool for sharing terminal over the web

Configuration

. LuCI usteer app for js based luci
LuCI support for v2rayA
LuCI Support for vnStat 2

< Help > < Save> < Load >

= Select all in the configuration

LuCl > 4. Themes > Select all

Figure 3-8 Themes

nfig - OpenWrt Configuration
S ..sisioisis:sss:ésfiiisiys:iii i llié iElii L

> LuCI

Arrow Keys navigate the menu. <Enter> selects submenus ---> (or empty s

excludes, <M> modularizes features.

capable

Press <Esc><Esc> to exit, <?> for H

menu bar in the following order:

4. Them

ubmenus . Highlighted letters are hotkeys. Pressing <Y> includes, <N>

elp, </> for Search. Legend: [*] built-in [ ] excluded <M> module

< > module

>
<*> luC\ ‘theme-openwrt
<#> luci-theme-openwrt-2020.

< Exit >

e (default)]

“Luct Openwrt org theme
"LuCT modern Openhirt theme

< Help > < Save> < Load >
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= Select luci-lib-ipkg in the configuration menu bar in the following order:
LuCl > 6. Libraries > luci-lib-ipkg

Figure 3-9 Libraries Configuration

<& T

6. Libraries
Arrow keys navigate the menu. <Enter> selects submenus — {or empty submenus ----). Highlighted letters are
hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to exit, <?> for
Help, </» for Search. Legend: [*] built-in [ ] excluded <M> module < > module capable

1. o1 1 7 ST 1 1 1 ST o 1 T e 1 O ST e e ] T S e ] I T ] 1 T ] e e T e I T e T T S T g I A e
—*— luci-lib-base basic libraries for luci
luci-lib-chartjs. ... . Simple HTML5 charts using the canvas slement
luci-lib-httpclient. HTTP (S) client library
luci-lib-httpprotoutils HITP protocol utility functions
ci-1i i . Lua library for IP calculation and routing information

i i interface cl:

luci-lib-iptparser Iptables listing parser class
luci-lib-json LuCI JSCN library
luci-lib-jsonc... . Lua bkinding for JSCH-C
luci-lib-nixio NIXIO PCSIX library
luci-lib-px5g... RSA/X.508 Key Generator (required for LuCId SSL support)

X
x
X
X
X
x
X
X
X
x
X
X
X
x
X
X
X
x
X
X
X
X
X
X
X
X
X
X
x
X
X
X
x
X
X
X
x
X
X
X
x
X
m

< Exit > < Help > < Bave >
JggdIgIIIIgddagIIadaaaqIdaddadaadagagaaaddaaadadaaaaaIdddaaaaaadaaagadaaaaaagadaaaaaaqddaaaaadaaaaaadaaaaadaadaadd

3.2. Wireless Configuration

Due to the lack of WiFi modules on VisionFive 2, you need to purchase a WiFi Dongle. OpenWrt supports dozens of WiFi drivers,
and the RTL8821AE PCl interface driver is chosen here for its easy availability. On VisionFive 2, there is an M.2 M-key interface,
which needs to be connected to the NVME M.2 M-key to a/e key interface board to connect to the RTL8821AE module.

In the menu configuration GUI, follow the steps to configure wireless connection:
1. Select kmod-cfg80211, kmod-mac80211, kmod-rtl8821ae in the configuration menu bar in the following order:

Kernel modules > Wireless Driver > kmod-cfg80211, kmod-mac80211, kmod-rti8821ae

www.starfivetech.com © 2018-2025 StarFive Technology 14
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Figure 3-10 Wireless Driver

.config - OpenWrt Configuration
> Kernel modules > Wireless Drivers

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted letters are hotkeys. Pressing <Y> includes, <N>

excludes, <M> modularizes features.
capable

Wireless Driver

Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded

<M> module < > module

kmod-ar5523.... Driver for Atheros AR5523 USB sticks
kmod-ath....... . Atheros common driver part ----
kmod-ath10k. ... theros .11ac wireless cards support
kmod-ath1@k-ct. ath10k-ct driver optimized for CT athi6k firmware
kmod-ath10k-ct-smallbuffers
kmod-ath10k-smallbuffers
Qualcomm 802.11lax wireless chipset support (common code)
«mod-athiilk-pci Qualcomm 802.11ax PCI wireless chipset support
kmod-ath12k. . . . ... Qualcomm 802.11be wireless chipset support
«mod-ath5k Atheros 5xxx wireless cards support
kmod-ath6kl-sdio. Atheros 862.11n SDIO wireless cards support
kmod-ath6kl-usb Atheros 802.11n USB wireless cards support
mod-athok..... Atheros 802.11n PCI wireless cards support
kmod-ath9k-htc. Atheros 802.11n USB device support
... Broadcom 43xx wireless support ----
kmod-brcmfmac. . . Broadcom IEEE802.11n USB FullMAC WLAN driver
kmod-brcmsmac. . Broadcom IEEE802.11n PCIe SoftMAC WLAN driver ----
Broadcom IEEES89: in common driver parts

configuration AP

kmod - iwlwifi... . _Intel AGN Wireless support -
kmod-mac80211. . . Linux 802.11 Wireless Networking Stack - >I
BUZTI-NW5 UM MacBUZIT AW 5 MOt o Gevice
kmod-mt76 MediaTek MT76x2/MT7603 wireless driver (metapackage)
kmod-mt7601u... . MT7601U-based USB dongles Wireless Driver
kmod-mt7603. ... MediaTek MT7603 wireless driver
kmod-mt7615-firmware. MediaTek MT7615e firmware
kmod-mt7615e . MediaTek MT7615e wireless driver
kmod-mt7622-firmware. MediaTek MT7622 firmware
kmod-mt7663-firmware-ap. . MediaTek MT7663e firmware (optimized for AP)
kmod-mt7663-firmware-sta. MediaTek MT7663e firmware (client mode offload)
kmod-mt7663s MediaTek MT7663s wireless driver

< Exit > < Help > < Save > < Load >

.config - OpenWrt Configuration
> Kernel modules > Wireless Drivers

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted letters are hotkeys. Pressing <Y> includes, <N>

excludes, <M> modularizes features.
capable

Wirele: Driveps

Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded

<M> module < > module

kmod-mwl8k. Driver for Marvell TOPDOG 802.11 Wireless cards
kmod-owl-loader . loader for initializing Atheros PCI(e) Wifi chips
kmod-rsi91x Redpine Signals Inc 91x WLAN driver support
mod-rsi91x-sdio. . Redpine Signals SDIO bus support
kmod-rs1i91x-usb .. Redpine Signals USB bus support
mod-rt2800-pci . Ralink Drivers for RT2x00 cards (RT2860 PCI)
kmod-rt2800-usb . Ralink Drivers for RT2x0@ cards (RT2870 USB)
kmod-rt2x00-1ib Ralink Drivers for RT2x00 cards (LIB)
kmod-rt61-pci.. . Ralink Drivers for RT2x00 cards (RT2x61 PCI)
kmod-rt73-usb. . Ralink Drivers for RT2x00 cards (RT73 USB)
Tmod-rt(8107ce. Realtek R g RTTS Suppor
kmod-rt18192cu. Realtek RTL8192CU/RTL8188CU support
kmod-rt18192de. Realtek RTL8192DE/RTL8188DE support
kmod-rt18192du. Realtek RTL8192DU support
kmod-rt18192se. . Realtek RTL8192SE/RTL8191SE support
kmod-rt18723be. Realtek RTL8723AE/RTL8723BE support
kmod-rt18723bs.. Realtek RTL8723BS SDIO Wireless LAN NIC driver (staging)
“mod-rtl8812au-ct. Driver for Realtek 8812 AU devices comfast 912-ac, etc
kmod-rtl8821lae. . Realtek RTL8821AE support
kmod-rt18xxxu. . alternative Realtek RTL8XXXU

«mod-rtw88-8723de. . Realtek RTL8723DE support
kmod-rtw88-8723ds. . Realtek RTL8723DS support
kmod-rtw88-8723du. . . Realtek RTL8723DU support
“mod-rtw88-8812au. . Realtek RTL8812AU support
kmod-rtw88-8821au. . Realtek RTL8821AU support
«mod-rtw88-8821ce. . Realtek RTL8821CE support
kmod-rtw88-8821cu. . Realtek RTL8821CU support
kmod-rtw88-8822be. . Realtek RTL8822BE support
kmod-rtw88-8822bu. . Realtek RTL8822BU support
kmod-rtw88-8822ce. . Realtek RTL8822CE support
kmod-rtw88-8822cu. . Realtek RTL8822CU support
kmod-rtw89-8851be. . Realtek RTL8851BE support

AAMAAAANAANAAR

< Exit > < Help > < Save > < Load >

2. Select wpad-basic-mbedtls, hostapd-common, wpa-cli, hostapd-utils in the configuration menu bar in the following

order:

Network > WirelessAPD > wpad-basic-mbedtls, hostapd-common, wpa-cli, hostapd-utils
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| 3 - Configuration
Figure 3-12 WirelessAPD

.config - OpenWrt Configuration
> Network > WirelessAPD

WirelessAPD
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----).
excludes, <M> modularizes features.
capable

Highlighted letters are hotkeys. Pressing <Y> includes, <N>
Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module

< > hostapd-openssl.
hostapd-utils..
hostapd-wolfssl
hs20-client....
hs20-common. .. .
hs20-server....

IEEE 802.1x Authenticator (OpenSSL full)
. IEEE 802.1x Authenticator (utils)
802.1x Authenticator (wolfSSL full)

Hotspot 2.6 0SU client
. Hotspot 2.0 0SU common files
Hotspot 2.0 0SU server
WPA Supplicant command line control utility
wpa-! suppllcant WPA Supplicant (built-in full)

Add rfkill support

Minimum debug message priority

Fnable support for unsecure and obsolete WEP

Multi Band Operation (Agile Multiband)

wpa-supplicant-basic.
wpa-supplicant-mbedtls

wpa-supplicant-mesh-mbedtls

upa-supplicant-mesh-openssl. .

upa-supplicant-mini

wpa-supplicant-openssl
wpa-supplicant-p2p.
wpa supplxcant )

Sic-openss
ad-basic-wolfssl
wpad-mbedtls....

\pad-mesh-mbedtls . L3

wpad-mesh-openssl. I

wpad-mesh-wolfssl
wpad-mini....
wpad-openssl.
wpad-wolfssl

< Exit > <

wpa-supplicant-mesh-wolfssl.

. WPA Supplicant (11r, 11w)
WPA Supplicant (mbedTLS full)

WPA Supplicant (mbedTLS, 11s, SAE)

WPA Supplicant (OpenSSL, 11s, SAE)

. WPA Supplicant (wolfSSL, 11s, SAE)
.. WPA Supplicant (minimal)
wPA Supplicant (OpenSSL full)

. WPA Supplicant (Wi-Fi P2P support)

WPA Supplicant (wolfSSL full)
IEEE 802.1x Autn/Supphcant (built-in full)
Aut

ou 5
. IEEE 892 1x Auth/Supplicant (wnlfSSL, 11r, 11w)
IEEE 802.1x Auth/Supplicant (mbedTLS full)
EEE 802.1x Auth/Supplicant (mbedTLS, 11s, SAE)
EEE 802.1x Auth/Supplicant (OpenSSL, 11s, SAE)
TEEE 802.1x Auth/Supplicant (wolfSSL, 11s, SAE)
IEEE 802.1x Auth/Supplicant (WPA-PSK only)
IEEE 802.1x Auth/Supplicant (OpenSSL full)
. IEEE 802.1x Auth/Supplicant (wolfSSL full)

Help > < Save > < Load >

.config - OpenWrt Configuration
> Network > WirelessAPD
Wire
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submel
excludes, <M> modularizes features. Press <Esc><Esc> to exit, <?> for Help,
capable

lessAPD
nus - - Highlighted letters are hotkeys. Pressing <Y> includes, <N>
</> for Search. Legend: [*] built-in [ ] excluded <M> module < > module

capol-test-mbedtls.
capol-test-openssl.
capol-test-wolfssl.

hostapd-basic
hostapd-basic-mbedtls.
hostapd-basic-openssl.

Ostapd-common.

.1x auth test utility (built-in full)
802.1x auth test utility (mbedTLS full)
802.1x auth test utility (OpenSSL full)
802.1x auth test utility (wolfSSL full)
. IEEE 802.1x Authenticator (built-in full)
IEEE 802.1x Authenticator (WPA-PSK, 11r, 11w)

. IEEE 802.1x Authenticator (WPA-PSK, 11ir and 1iw)
. IEEE 802.1x Authenticator (WPA-PSK, 11r and 11lw)
hostapd-basic-wolfssl...

IEEE 802.1x Authenticator (WPA-PSK, 1ir and 1iw)

< > hostapd-mbedtls
< > hostapd-mini...
< > hostapd-openssl.

IEEE 802.1x Authenticator (mbedTLS full)

IEEE 802.1x Authenticator (WPA-PSK only)
IEEE 802.1x Authenticator (OpenSSL full)

g s)

hostapd-wolfssl
hs20-client....
hs20-common .
h~;20 server.
Sofver

IEEE 802.1x Authenticator (wolfSSL full)
Hotspot 2.6 0SU client

. Hotspot 2.0 0SU common files

Hotspot 2.0 0SU server

wpa-supplicant.
Add rfkill support

Licant command line control utilit
WPA Supplicant (built-in full)

Minimum debug message priority
fnable support for unsecure and obsolete WEP
Multi Band Operation (Agile Multiband)

> upa-supplicant-basic....
wpa-supplicant-mbedtls

> upa-supplicant-mesh-mbedtls

> upa-supplicant-mesh-openssl

> upa-supplicant-mini....
wpa-supplicant-openssl
wpa-supplicant-p2p
wpa-supplicant-wolfssl.

< Exit > <

wpa-supplicant-mesh-wolfssl.

. WPA Supplicant (11r, 11lw)
WPA Supplicant (mbedTLS full)

WPA Supplicant (mbedTLS, 11s, SAE)

WPA Supplicant (OpenSSL, 11s, SAE)

. WPA Supplicant (wolfSSL, 11s, SAE)
.. WPA Supplicant (minimal)
wPA Supplicant (OpenSSL full)

. WPA Supplicant (Wi-Fi P2P support)

WPA Supplicant (wolfSSL full)

Help > < Save > < Load >

3. Storage Configuration:

Follow the steps below to enable USB and NVMe storage options, supporting USB drives and NVMe SSDs for expanded

storage needs.

www.starfivetech.com
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a. Enable USB storage by selecting in this order:
Kernel modules > USB Support > kmod-usb-storage

Figure 3-14 kmod-usb-storage

.config - OpenWrt Configuration

> Kernel modules > USB Support ——— — ——
USB Support

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted letters are hotkeys. Pressing <Y> includes, <N>

excludes, <M> modularizes features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module

capable

“mod-usb-serial-ch348. Support for CH348 devices
kmod-usb-serial-cp210x Support for Silicon Labs cp210x devices
kmod-usb-serial-cypress-m8. .. Support for CypressM8 USB-Serial
kmod-usb-serial-edgeport. . Support for Digi Edgeport devices
kmod-usb-serial-ftdi. . Support for FTDI devices
kmod-usb-serial-garmin . Support for Garmin GPS devices
kmod-usb-serial-ipw. . Support for IPWireless 3G devices
kmod-usb-serial-keyspan. . Support for Keyspan USB-to-Serial devices
kmod-usb-serial-mct. .. Support for Magic Control Tech. devices
kmod-usb-serial-mos7720. . Support for Moschip M0S7720 devices
kmod-usb-serial-mos7840. . Support for Moschip M0S7840 devices
kmod-usb-serial-option . Support for Option HSDPA modems

‘mod-usb-serial-oti6858. .. ... Support for Ours Technology OTI6858 devices
«mod-usb-serial-p12303. . . Support for Prolific PL2303 devices
«mod-usb-ser ial-qualconm. - Support for Qualcomm USB serial

kmod-usb-serial-sierrawire . Support for Sierra Wireless devices
kmod-usb-serial-simple. . USB Serial Simple (Motorola phone)
kmod-usb-serial-ti-usb . Support for TI USB 3418/5052
ing Visor devices
USB Storage

torag:

kmod-usb-storage-uas USB Attached SCSI (UASP) support
kmod-usb-test. USB Testing Driver
kmod-usb-uhci. . Support for UHCI controllers
kmod-usb-wdm. . . USB Wireless Device Management
kmod-usb-yealink. . USB Yealink VOIP phone
kmod-usb2. . . . Support for USB2 controllers
kmod-usb2-pci. Support for PCI USB2 controllers
kmod-usb3. . . Support for USB3 controllers
kmod-usbip. USB-over-IP kernel support
kmod-usbip-client . USB-over-IP client driver
kmod-usbip-server USB-over-IP host driver
kmod-usbmon .... USB traffic monitor

<Exit > <Help> <Save> < load

4. Enable NVMe support by selecting:

Kernel modules > Block Devices > kmod-nvme

Figure 3-15 kmod-nvme

.config - OpenWrt Configuration

> Kernel modules > Block Devicg —mF8M ————7 ————————————————————
Block Dev

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ). Highlighted letters are hotkeys. Pressing <Y> includes, <N>

excludes, <M> modularizes features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module

capable

mod-aoe .. ATA over Ethernet support
xmod-ata-ahci. . ... AHCT Serial ATA support
kmod-ata-artop. . ARTOP 6210/6260 PATA support
mod-ata-core. . . Serial and Parallel ATA support
kmod-ata-dwc... . . DesignWare Cores SATA support
“mod-ata-nvidia-sata. .... Nvidia Serial ATA support
kmod-ata-pdc202xx-old Older Promise PATA controller support
«mod-ata-piix.. . Intel PIIX PATA/SATA support
kmod-ata-sil... . Silicon Image SATA support
kmod-ata-sil24. Silicon Image 3124/3132 SATA support
kmod-ata-via-sata. VIA SATA support
kmod-block2mtd. .. . Block device MTD emulation

DAX: direct access to differentiated memory
kmod-dm. ... .... Device Mapper
«mod-dm-raid... . LVM2 raid support
kmod-iosched-bfq. Kernel support for BFQ 1/0 scheduler
kmod-1iscsi-initiator. iSCSI Initiator over TCP/IP
kmod-loop...... . Loopback device support
kmod-md-mod. .. . e MD RAID

mod-scs 1-cdrom support

kmod-scsi-core. .. SCSI device support
kmod-scsi-generic. ... Kernel support for SCSI generic
kmod-scsi-tape... . Kernel support for scsi tape drives

<Exit > <Help> < Save >

3.3. Install Dependency Packages

Execute the following command to download the dependency packages:

.Iscripts/feeds update -a
.I/scripts/feeds install -a
make downl oad V=s

17 © 2018-2025 StarFive Technology www.starfivetech.com
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| 3 - Configuration

Note:

The download process may take a long time, please be patient. If a downl oad fail ed error occurs during the process, it
indicates that the software package has not been fully downloaded. Please execute the above command again until no

downl oad f ai |l ed occurs.

www.starfivetech.com © 2018-2025 StarFive Technology
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4. Compilation

Note:

If you selected the official website download option in the Download (on page 8), skip this step.

Follow the steps below to compile:
1. Execute the following command to compile:

make -j 8

Note:
The compilation may take 2 hours.
2. Execute the following command to generate an SD card image:

bi n/targets/jh71x0/ generic/
openwrt - j h71x0- generi c- vi si onfi ve2-v1. 3b- ext 4-sdcard. i ng. gz

19 © 2018-2025 StarFive Technology www.starfivetech.com
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5. Flash Image

Follow these steps to flash the OpenWrt image:

1. Unzip the SD card image:

gunzi p openwt-j h71x0- generi c-vi sionfive2-vl. 3b-ext4-sdcard.ing. gz

2. Flash the image into the SD card:

dd i f=openwt-j h71x0-generi c-visionfive2-vl. 3b-ext4-sdcard.ing of =/dev/sdX bs=1M

of | ag=di r ect

Note:

o For Windows, you can use balenaEtcher to flash the image.

o Since the image does not include SPL and U-Boot, Nor Flash needs to have SPL and U-Boot flashed and

should boot with QSPI Nor Flash.

o Use the sudo fdi sk —I command to find your device so that you can replace X value. For example, if

your device is / dev/ sdb, X should be b.

3. Launch OpenWrt.

Figure 5-1 Launch OpenWrt

U-Boot 2021.10-00002-993f6392eSe-dirty (May 09 2025 - 11:21:08 +0800)
rv6dinacy_zba
Starfive VisionFive V2
8 GiB

100@16016000: sd101@16620000: 1
Environment from SPIF . SF: Detected gd25lq128 with page
ning - bad CRC, using default environment

StarFive EEPROM format v2

FO--
star Technology Co., Ltd.
Product full SN: VF7110B1-2253-DOBSE060-00002482

ri
starFive VisionFive V2

etho: ethernet@16030000, ethl: ethernet@16040000
y key to stop autoboot: ©

Found U-Boot scr
285 bytes read in 5

6200000, end=4153ca00
L 000000
ing the fdt blob at 00
vice Tree in place at 6080080646806000, end 080808804601653a

g kernel ...

.000000] Linux version qing
.000800] Machine model: StarFive VisionFi
000000] SBI specification v1.0 detected
.000800] SBI implementation ID=0x1 Version=0x10802
.060800] SBI TIME extension detected

.000000] SBI IPI extension detected

.080800] SBI RFENCE exten

.080800] SBI SRST exten

2 vi.38

-600000] OF
-600000] OF
.000000] OF
000000] OF :

©x0000000040800800
x0000000069c00000
: 0x000000006ce00000

Zone ranges:
.000000] DMA32  [mem 0x0000000040000000-0x00000000Ff fFffff]

04) (riscved-openurt-Linux-

node Linux,cma compatible matching fail
o

©x000000006e3f FFFF (

256 Bytes, erase size 4 KiB, total 16 Mi8

-gec (Openwrt GCC 13.3.0 r29157-84e0900867) 13.3.0, GNU 1d (GNU Binutils

12 KiB) nomap non-reusable opensbi@46608000
67 Ki8) map non-re f
3 Ki8) map non-reu

2.42) #0 SMP Sat Apr

5 15:07

143 2025
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6. Add Passwall Function

Follow the steps below to add the passwall function. The passwall function is not included in the default function and requires
code modification and package download support.

1. Execute the following command under Wi gor i directory:

echo "src-git passwal |l _packages https://github.con xi aorouji/openwt-passwal | - packages. git; mai n"

>> "feeds. conf.defaul t"

echo "src-git passwall https://github.conf xi aorouji/openwt-passwall.git;min" >> "feeds.conf.default"
echo "src-git passwall2 https://github.conl xi aorouji/openwt-passwall2.git;nmain" >> "feeds.conf.default

2. Modify i ncl ude/ t ar get . nk:

diff --git al/include/target.nk b/include/target. nk
i ndex b5e3e7ff6f..f65el127ecf 100644
--- alinclude/target. nmk
+++ b/include/target.nk
@ -53,7 +53, 7 @@ DEFAULT_PACKAGES. nas: =\
ndadm

# For router targets

DEFAULT_PACKAGES. r out er : =\
- dnsmasq \
+ dnsmasqg-ful | \

3. Download and install the package of passwall:

.Iscripts/feeds update -a

.I/scripts/feeds install -a
.Iscripts/feeds install -a -f -p PWackages
./scripts/feeds install |uci-app-passwall

4. Configure passwall and unconfigure dnsmasq:
a. Execute the following command to enter the menu configuration GUI:

make nenuconfig

b. Configure passwall:
OpenWrt Configuration > LuCl > 3. Application > luci-app-passwall
Note:

uci-app-passwall and luci-app-passwall2 are two independent plugins. They can be configured
simultaneously or selected as needed.

21 © 2018-2025 StarFive Technology www.starfivetech.com
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Figure 6-1 Passwall

- Openlirt Configuration
3. Applications

3. Applications
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted letters are hotkeys. Pressing <Y> includes, <N>
excludes, <M> modularizes features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

‘luci-app-mwan3 LuCI suppurt for the MWAN3 MultiWAN Manager
R, .. LuCI Support for natmap
Luci-app-nextdns. . LuCI support for NextDNS
luci-app-nft-qos. QoS over Nftables
luci-app-nlbwmon. Netlink based bandwidth accounting
luci-app-nut.. .. Network UPS Tools Configuration
luci-app-ocserv . LuCI Support for OpenConnect VPN
luci-app-olsr. . OLSR configuration and status module
luci-app-olsr-services
luci-app-olsr-viz OLSR Visualisation
luci-app-olsrd2 OLSR2 configuration and status module
luci-app-omcproxy LuCI support for omcproxy
luci-app-openthread. . LuCI Support for OpenThread Border Router
‘luci-app-openvpn. . LuCI Support for OpenVPN
LuCI support for OpenWISP
. p910nd - Printer server module
. Package management application
luci-app-pagekitec LuCI Support for PageKite
Tuci-app-passwall TuCI support for PassWall
Configuration
luci-app-passwall2 LuCI support for PassWall 2
Configuration
e t=apppT TS POTCy BasedROUT g Servtee wer—uT
luci-app-privoxy. LuCI Support for Privoxy WEB proxy
luci-app-qos. . . . Quality of Service configuration module
luci-app-radicale LuCI Support for Radicale CardDAV/CalDAV
luci-app-radicale2 .... Radicale v2.x CalDAV/CardDAV Server
luci-app-rp-pppoe-server Roaring Penguin PPPoE Server
luci-app-samba4 . Network Shares - Samba 4 SMB/CIFS fileserver
luci-app-ser2net. . LuCI Support for ser2net
luci-app-siitwizard. SIIT IPv4-over-IPv6 configuration wizard
luci-app-smartdns LuCI for smartdns
luci-app-snmpd. . Net-SNMP LuCI interface

< Exit > < Help > < Save > < Load >

¢. Unconfigure dnsmasq:
OpenWrt Configuration > Base system > dnsmasq, dnsmasq-full

Figure 6-2 Unconfigure Dnsmasq

.config - OpenWrt Configuration
> Base system
Base system
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus --- Highlighted letters are hotkeys. Pressing <Y> includes, <N>
excludes, <M> modularizes features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

Login/Password Management Utilities --->
| inux Ext2 FS Progs --->

Linux Module Utilities --->

Linux System Utilities -

Miscellaneous Utilities

Networking Utilities --->

Print Utilities --

Mail Utilities --->

“rocess Utilities

Runit Utilities

. Core utilities for embedded Linux with SELinux support
System CA certificates as a bundle

Bu\ld thh DHCP support.
Puild with DHCPv6 support.
Suild with DNSSEC support.
Suild with the facility to act as an authoritative DNS server.
Suild with IPset support.
Build with Nftset support.
Build with Conntrack suppo
Build with NO_ID. (hide * b\nd pseudo domain)
Suild with HAVE_BROKEN_RTC.
Build TFTP server support.
Small SSH2 client/server

- Emergency Access Daemon
< > firewall. PR ceee OpenWrt C Firewall
<*> firewalld 5000900 co0o . OpenWrt 4th gen firewall

<Select>] < Exit > < Help > < Save > < Load >

d. Execute the following command to update and download software package:

make downl oad V=s

e. Compilation: (See Compilation (on page 19) section for detailed steps.)

Note:
The compilation may take 2 hours.
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